1JA  Consulting 
X^m.  Group 


Application  of  NCO  Conceptual  Framework 
to  US/UK  Coalition  Combat  Operations  during 
Operation  Iraqi  Freedom 


Command  and  Control  Research  and  Technology 
Symposium  2004 

Greg  Boehmer  and  Ian  McDougall 
PA  Consulting  Group,  Inc. 

June  15,  2004 


Report  Documentation  Page 

Form  Approved 

OMB  No.  0704-0188 

Public  reporting  burden  for  the  collection  of  information  is  estimated  to  average  1  hour  per  response,  including  the  time  for  reviewing  instructions,  searching  existing  data  sources,  gathering  and 
maintaining  the  data  needed,  and  completing  and  reviewing  the  collection  of  information.  Send  comments  regarding  this  burden  estimate  or  any  other  aspect  of  this  collection  of  information, 
including  suggestions  for  reducing  this  burden,  to  Washington  Headquarters  Services,  Directorate  for  Information  Operations  and  Reports,  1215  Jefferson  Davis  Highway,  Suite  1204,  Arlington 

VA  22202-4302.  Respondents  should  be  aware  that  notwithstanding  any  other  provision  of  law,  no  person  shall  be  subject  to  a  penalty  for  failing  to  comply  with  a  collection  of  information  if  it 
does  not  display  a  currently  valid  OMB  control  number. 

1.  REPORT  DATE 

JUN  2004 

2.  REPORT  TYPE 

3.  DATES  COVERED 

00-00-2004  to  00-00-2004 

4.  TITLE  AND  SUBTITLE 

5a.  CONTRACT  NUMBER 

Application  of  NCO  Conceptual  Framework  to  US/UK  Coalition  Combat 

5b.  GRANT  NUMBER 

wpciauuiis  uuimg  upciauun  iiitqi  riccuum 

5c.  PROGRAM  ELEMENT  NUMBER 

6.  AUTHOR(S) 

5d.  PROJECT  NUMBER 

5e.  TASK  NUMBER 

5f.  WORK  UNIT  NUMBER 

7.  PERFORMING  ORGANIZATION  NAME(S)  AND  ADDRESS(ES) 

PA  Consulting  Group  Inc, 123  Buckingham  Palace  Road, London  SW1W 
9SR, United  Kingdom, , 

8.  PERFORMING  ORGANIZATION 

REPORT  NUMBER 

9.  SPONSORING/MONITORING  AGENCY  NAME(S)  AND  ADDRESS (ES) 

10.  SPONSOR/MONITOR’S  ACRONYM(S) 

11.  SPONSOR/MONITOR’S  REPORT 
NUMBER(S) 

12.  DISTRIBUTION/AVAILABILITY  STATEMENT 

Approved  for  public  release;  distribution  unlimited 

13.  SUPPLEMENTARY  NOTES 

The  original  document  contains  color  images. 

14.  ABSTRACT 

15.  SUBJECT  TERMS 

16.  SECURITY  CLASSIFICATION  OF: 

17.  LIMITATION  OF 
ABSTRACT 

18.  NUMBER 
OF  PAGES 

51 

19a.  NAME  OF 
RESPONSIBLE  PERSON 

a.  REPORT 

unclassified 

b.  ABSTRACT 

unclassified 

c.  THIS  PAGE 

unclassified 

Standard  Form  298  (Rev.  8-98) 

Prescribed  by  ANSI  Std  Z39-18 


OFT 

OASD/  Nil 

Scope  of  brief 

•  Research  objectives 

•  Case  study  background 

•  Research  process  and  method 

•  Overview  of  findings 

•  Findings  and  insights 

•  Interpretation  of  findings 

•  Comparative  US/UK  results 

•  Summary 
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Research  Objectives  . . . 


& 

Research  objectives 

*  Assess  the  effectiveness  of  a  networked  force  relative  to  a  non-networked 
comparator  utilizing  the  NCO  Conceptual  Framework  as  the  vehicle  for 
research 

*  Identify  levels  of  effectiveness  related  to  the  degree  of  networking 

*  Evaluate  the  following  hypothesis: 

During  Operation  TELIC/IRAQI  FREEDOM,  the  direct  accessibility  to 
network  centric  operations  (NCO)  capabilities  by  UK  and  US  units  provided: 

>  Improved  individual  sense-making 

>  Enhanced  the  quality  of  interactions 

>  Improved  shared  sense-making 

>  Increased  mission  effectiveness 

. . .  relative  to  previous  operations  and  training  without  NCO  capabilities 


Slide  3 


Case  Study  Background  . . . 


OFT 

OASD/  Nil 


Potential  focus  of  case  study  coalition  combat  operations 
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Case  Study  Background  . . 


Initial  focus  of  case  study: 


1  UK  combat  ops  in  Southern  Iraq 
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Case  Study  Background. . . 


Additional  focus  of  case  study:  3ID  1BCT  combat  operations 
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Case  Study  Background. . . 


The  NCO  conceptual  framework 
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FBCB2  functionality 


Case  Study  Background . . . 


•  Absolute  and  relative 
positional  information  on 
blue  forces 

•  Raster  data 

*  Mapping 

•  Imagery 

•  Graphical  overlay 
creation  and  distribution 
facility 

•  Text  messaging  between 
users 

•  “Terrain  analysis”  tools: 
Line  of  sight 
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Case  Study  Background. . . 


What  is  FBCB2/BFT? 


SATCOM  Hub/Switch 


Enhanced  Information  System  (EIS)  and 
Communication  Control  Server 

(CCS)  compile  messages  and  forward 
them  to  ground  stations. 


Via  L-Band  Transceiver/ 
Receiver 
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What  the  operator  sees 


Case  Study  Background . . . 
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Case  Study  Background 


C2PC  picture  with  FBCB2/BFT  generated  icons 
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C2PC  Picture  with  FBCB2-BFT  generated  icons. 
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FBCB2/BFT  Installations  (UK) 


Wolf  Land  Rover  -  Antenna 


Pinzgauer-  Data  Terminal 


Case  Study  Background . . . 


Warrior  -  Installation 
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Challenger  2  -  Equipment  Tray 


Case  Study  Background . . . 

Rationale  for  the  deployment  of  FBCB2/BFT 

*  Perceived  weakness  in  combat  identification  in  the  Land  Component,  Air  and 
Maritime  were  thought  to  be  adequately  resourced 

*  CFLCC  had  mandated  that  “he  wanted  to  know  where  his  forces  were”  ... 

*  There  needed  to  be  consistency  between  the  Coalition  partners,  hence,  UK 
followed  the  US  concept  of  operations 

*  Approximately  900  systems  were  deployed  overall 

•  1  (UK)  Armd  Div  received  47 

•  3  (US)  ID  received  150 


Slide  13 


OFT 

OASD  /  Nil 


Research  process  and  method 

*  Requirement  was  to  assess  the  operational  effectiveness  of  a  networked  force 
in  high  intensity  conflict 

*  Aspiration  to  analyse  coalition  exploitation  of  networking  at  the  lower 
operational  and  tactical  levels 

*  Operation  IRAQI  FREEDOM 

*  February  -  April  2003 

*  Joint  Coalition  context 

*  Initial  focus  on  UK  Land  contingent,  supporting  evidence  from  3ID 

*  Base  Line  (B)  and  Treatment  (T): 

*  Pre-deployment  (B):  VHF/FM  line  of  sight  and  limited  HF  communications 

*  Post-deployment  (T):  Augmentation  by  FBCB2/BFT  using  L-Band  (satellite) 
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Research  process  and  method 


& 

Research  method 

*  Focus  was  to  elicit  experiences  of  the  war-fighters  and  assess  the  impact  of 
the  deployment  of  FBCB2/BFT 

*  High  quality  of  response  and  findings  from  subject  matter  expert 
interviewees 

*  Ascertain  the  effectiveness  of  networking  at  the  “working  level” 

*  Research  was  augmented  by: 

*  Engagement  with  wider  Defence  community,  UK  and  US 

*  Analysis  of  after-action  review  media 

*  Limited  direct  interaction  due  to  resource  constraints 
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The  NCO  conceptual  framework  and  research  foci 
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Research  Summary  and  Method 


Research  process 


Vignettes 


Collate  Issues  by  Category 
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Research  Summary  and  Method 


Focus  for  interviews 


■  Informing  Study 

Instrumental  to  Study 
I  Unavailable  for  Study 
Not  equipped  with  FBCB2/BFT 


c.  29  Interviews  conducted 


c.  21  Interviews  conducted 
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Vignette  -  use  of  FBCB2/BFT  by  Commander  1BCT 
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Overview  of  findings 


*  FBCB2/BFT  provided  tactical  commanders  and  principal  staff  with  enhanced 
situational  awareness  relative  to  that  they  had  experienced  in  previous 
operations  and  in  training  for  high  intensity  conflict 

*  FBCB2/BFT  provided  a  significant  amount  of  information  on  friendly  forces 
and  the  environment  but  limited  information  on  enemy  forces 

*  FBCB2/BFT  contributed  to: 

*  Improved  planning 

*  More  agile  command  and  control 

*  An  ability  to  generate  and  maintain  tempo 

*  Improved  synchronization 

*  Full  potential  of  the  system  was  never  exploited  due  to  limitations  in  the  lines 
of  development 
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Overview  of  Findings 


Coalition  operations 


*  FBCB2/BFT  provided  an  incremental  improvement  in  coalition  operations  by 
providing  units  situational  awareness  of  one  another 

*  The  limited  deployment,  training,  usage  and  operation  of  FBCB2  with  UK  units 
limited  the  contribution  to  overall  situational  awareness 

*  Perception  of  non-usage  of  FBCB2  by  US  forces  on  the  part  of  the  UK  forces 
further  discouraged  its  use 

*  Anecdotally,  the  greater  benefits  appeared  to  be  at  the  higher  levels  of 
command  (CFLCC,  CENTCOM,  etc) 
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Overview  of  Findings 


There  were  significant  US  /  UK  differences  .... 
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Interpretation  and  analysis  of  findings 
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*  Individual  and  shared  information 

*  Individual  sensemaking* * 

*  Shared  information* 

*  Quality  of  interactions 

*  Degree  of  effectiveness* 


*  *  Supported  by  operational 
vignettes 
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Networks  #1 


•  UK  before  FBCB2/BFT 

•  A  series  of  discrete  (insecure)  VHF  and  HF 
radio  nets  that  are  vertically  structured 

•  Provision  of  voice  LOS  communications 

9  Sharing  information  “horizontally”  routinely 
was  difficult 

•  UK  after  FBCB2/BFT 

9  As  above  plus  the  potential  to  see  and 
communicate  through  data  across  the 
battlespace 

9  Impact 

9  The  potential  to  communicate  beyond  LOS 

9  The  potential  to  communicate  “horizontally” 
and  share  information  more  widely 
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Networks  #2 


•  US  before  FBCB2/BFT 

9  SINCGARS  provided  secure 
communications  up,  down  and 
sideways 

•  Provision  of  voice  LOS 
communications 

•  US  after  FBCB2/BFT 

9  As  above  plus  the  potential  to  see 
and  communicate  through  data 
across  the  battlespace 

9  Impact 

9  The  potential  to  communicate 
beyond  LOS 

9  The  potential  to  communicate 

“horizontally”  and  share  information 
more  widely 
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Quality  of  networking  with  FBCB2/BFT 
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Attribute 

UK  (1**) 

US  (3**) 

Reach 

Provision  of  “horizontal”  links 

Potential  for  greater  reach;  not  fully 
utilised 

Situation  demanded  alternate  means 
from  LOS  voice 

FBCB2/BFT  provided  the  means 

Connectivity 

Limited  connectivity 

BG  (TF)  level  in  3  &  16  Bdes 

Sub-unit  level  in  7  Armd  Bde 

Better  connectivity  than  UK 

All  manoeuvre  sub-units  had  system 

Quality  of  Service 

Similar  assurance  to  CNR  due  to  ranges 
operated 

Quality  impacted  by  serviceability 

Utility  impacted  by  ConOps 

Only  means  of  communication  over  LOS 

Very  good  serviceability  record 

Fully  exploited 
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Individual  and  shared  information 


Baseline 

Added  with 
FBCB2/BFT 

Near  real-time  warnings 

Real  time  information  on 
own  position  (+/-  10m) 

Routine  reporting  1~2 
hours 

Blue  asset  update  within  5 
mins  /  800m 

Multi-scale  mapping  and 
imagery 
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Individual  sensemaking  #1 


tworking  Net  Re 

r 

a  re  ability”  ■ 

*  There  were  a  number  of  examples  of  2  RTR  battlegroup  exploiting  the  imagery  in 
FBCB2/BFT 


*  Planning  from  small  to  large  scale,  highlighting  relevant  areas  of  operation 
0  More  detailed  ground  analysis  to  ascertain: 

*  Routes  for  Challenger  Main  Battle  Tank 

*  Impact  of  obstacles  on  movements  eg.  berms,  wadis  etc 

*  Identifying  targets  for  urban  raids,  specifically,  insurgent  operating  bases 

*  Locate  the  building(s)  on  the  imagery 

*  Navigate  with  confidence  to  the  precise  building  using  PLGR 

*  Impact:  Unimpeded  movement  to  target  and  minimisation  of  collateral 
damage 
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Individual  sensemaking  #2 


Coy  Comd  in  1  RRF  battlegroup  exploiting  the  ability  to 
de-conflict  his  sub-unit’s  movements 


*  Situation  was  extremely  complicated  following 
the  advance  into  SE  Iraq,  there  was  significant 
Coalition  activity  and  movement 

*  1  RRF  BG  were  to  advance  north-east  to  seize  4 
crossings  on  the  Al  Basrah  Canal 

*  Company  group  had  to  manoeuvre  across  a 
significant  main  supply  route  (MSR)  that  was 
being  trafficked  by  vehicles  supporting  the  US 
advance  north-west 

*  Using  FBCB2/BFT  the  Coy  Comd  analysed  the 
traffic  movement  and  timed  the  crossing  of  the 
MSR  to  avoid  US  movement 

*  The  affect  was  that  he  was  able  to  conduct  his 
attack  12  hours  prior  to  other  sub-unit  groups 
who  were  delayed  due  the  MSR  vehicle 
movement 
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Individual  sensemaking  -  Quantitative  analysis 


•  Results  from  UK  and  US  forces  were 
broadly  similar 

•  FBCB2/BFT  outscored  baseline  in 
currency,  consistency  and  precision  - 
where  automated  blue  force  picture  was 
expected  to  excel 

•  FBCB2/BFT  contributed  c.  10%  of  SA  to 
UK  forces  and  c.  60%  to  US 

•  There  was  greater  confidence  in 
FBCB2/BFT  in  US  forces  relative  to  UK 
forces 

•  US  commanders  exploited  FBCB2/BFT 
more;  UK  forces  relied  upon  previous 
methods 

•  The  latter  2  points  will  be  explained  later 


Individual  Sensemaking 


Aggregated  results  based  on  29  interviews 
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Quality  of  interactions 


The  provision  of  another  network  improved  the  quality  of  interaction  by  either: 

9  Augmenting  the  existing  radio  networks 

9  Providing  a  network  when  the  radio  networks  became  unworkable 

FBCB2/BFT  provided  the  potential  for  better  quality  of  interactions: 

9  This  was  fully  exploited  by  the  US  forces  who  embraced  the  capabilities  of  the 
system 


9  The  potential  was  rarely  exploited  by  the  UK 

US  Forces 


Quantity 


—  "  Baseline 
Treatment 


UK  Forces 

Quantity 


Quality 


Reach 
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Quality  of  interaction  attributes  #1 _ ZZ 

*  Quantity 

9  150  nodes  provided  to  3ID  proved  of  significantly  greater  utility  than  the  47 

provided  to  1  (UK)  Armd  Div 

9  There  is  a  “  critical  mass”  of  systems  between  47  and  150 


Quality 


9  The  information  quality  through  FBCB2/BFT  was  good,  dependent  on  the 
motivation  to  populate  the  data  (reports,  overlays  etc) 

9  The  lack  of  opportunity  by  UK  units  to  exploit  the  system  resulted  in  only 
automated  positioning  information  being  provided  by  the  system 


9  Reach 


9  Physically,  the  reach  of  the  L-Band  system  out-performed  the  LOS 
communication  systems  deployed  at  the  lower  operational  and  tactical 
levels 

9  The  reach  into  the  respective  chains  of  command  differed  significantly  with 
the  UK  deployment  being  relatively  shallow 
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Quality  of  interaction  attributes  #2 

•  Latency 

9  The  latency  of  the  baseline  and  treatment  were  broadly  similar  through  the 
analysis  conducted 

9  FBCB2/BFT  updated  positional  information  every  800m/5  mins  but 
messaging  could  be  delayed 

9  Command  nets  still  proved  most  effective  for  instant  messaging  such  as 
contact  reports 

9  Robustness 

9  Both  the  radio  and  FBCB2/BFT  networks  were  physically  robust  and 

operational  circumstances  were  such  that  the  networks  were  not  interfered 

9  Utility 

9  In  terms  of  usefulness,  the  utility  of  the  FBCB2/BFT  network  to  the  US  was 
greater  than  that  to  the  UK;  this  is  largely  to  do  with  the  number  of  systems 
and  that  one  UK  formation  was  provided  2  TacSat  channels  that  provided 
the  backbone  to  their  command  and  control 
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Shared  sensemaking 
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*  FBCB2/BFT  was  relaying  a  picture  of  the  battlespace  to  all  equipped  platforms 
simultaneously  providing  all  with  an  identical  synthesised  picture 

*  3  PARA  used  FBCB2/BFT  for  patrol  briefing  and  de-briefing 

*  The  imagery  could  be  used  to  analyse  patrol  routes  with  patrol  members 
present  and  “actions-on”  could  be  discussed  within  a  common  context 

*  De-briefing  was  also  conducted  in  a  similar  manner,  using  the  maps  and 
imagery  to  highlight  relevant  areas  of  detail 

*  3ID  used  FBCB2/BFT  extensively  for  the  dissemination  of  fragmentary  orders 
(FRAGOs)  that  allowed  command  and  control  on  the  move 

*  The  ability  to  exploit  and  share  graphical  information  (tactical  schematics) 
provided  a  method  for  the  collective  perception  of  information  -  but  this  was 
not  exploited  by  UK  forces 
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Shared  sensemaking  -  Quantitative  analysis 


•  Majority  of  interviewees  said 
FBCB2/BFT  had  significant  potential 
or  made  a  significant  contribution  to 
shared  sensemaking  and  SA 

•  Currency,  precision  and  consistency 
of  FBCB2/BFT  all  score  significantly 
higher  than  the  baseline  -  as  for 
individual  sensemaking 

•  Confidence  scored  higher  in  the  US 
forces  relative  to  the  UK 


Shared  Sensemaking 


Confidence 


Proportion  of  SA 


Aggregated  results  based  on  29  interviews 
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Degree  of  effectiveness 


*  Given  the  relative  differences  in  deployment  densities  it  is  more 
straightforward  to  demonstrate  the  degree  of  effectiveness  using  1  BCT  as  an 
example 


*  The  following  criteria  have  been  analysed  to  discern  the  improvement  in 
effectiveness  generated  by  FBCB2/BFT : 


*  Tempo 

*  Command  and  control  agility 

*  Synchronization 
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Effectiveness  -  Tempo 


Buhn  vr  tit  ii  iji&kttiu  yah 


LTC  Ferrel,  3/7  Cav,  3ID 


Dezfu! 


Al  \ 
.Amarah  ^ 


Khorrarns] 


Kuwait 


We  normally  operate  10-20 
km  forward  of  Division,  in 
practice,  we  were  operating 
40-200km  forward” 


Buhayrutar 

Masomh 


50  100  Kjlometers 

I  I.  I  ■ 


■  X'  Mil.?-. 


The  speed  of  manoeuvre  experienced 
during  Op  IRAQI  FREEDOM  would  not  have 
been  possible  without  the  capability  to 
exercise  command  and  control  on  the 
move  and  to  such  geographically 
dispersed  forces 

FBCB2  provided  beyond  line  of  sight 
communications  and  the  ability  to  see 
dispersed  assets  throughout  the  battle 
space 

*  Commanders  were,  therefore, 
relatively  well  informed  to  be  able  to 
exploit  opportunity 

*  There  was  the  ability  to  know  the 
relative  positions  of  other  units  to 
synchronise  manoeuvre  and  actions 
without  the  need  for  direct  voice 
communication  within  the  context  of 
the  command  intent 

*  Consequently,  tempo  could  be 
generated  and  maintained 
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Effectiveness  -  C2  agility 

*  There  is  evidence  that  FBCB2/BFT  improved  C2  agility  in:  ■ 

*  Responsiveness 

*  Flexibility 

*  Innovation 

*  Robustness 

*  Adaption 
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Vignette  -  use  of  FBCB2/BFT  by  3/69 
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LTC  Marcone  -  CO  3/69  Armored 
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Relative  Effectiveness 
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Comparative  US /  UK  Results.. . 


Relative  effectiveness  results 


Of  all  the  new  equipment  and  systems  deployed  on 
the  operation,  can  you  assess  what  percentage  of 
improvement  FBCB2/BFT  directly  contributed  to? 


FBCB2/BFT  provided  nearly  60% 
of  US  forces  tactical  Situational 
Awareness  compared  to  10%  in  UK 

The  UK  forces  did  not  exploit  the 
graphical  overlay  capability  for 
control  of  boundaries 

The  US  forces  attributed 
significantly  higher  confidence  to 
FBCB2/BFT-provided  information 
than  their  UK  equivalents 

The  UK  forces  did  not  exploit  the 
potential  for  improved  quality  of 
interaction 


What  drove  such  significant  differences  in  FBCB2/BFT  utilisation? 
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Comparative  US /  UK  Results.. . 


FBCB2/BFT  deployment  density  in  UK  forces  was  very  limited 


-  actual  deployment  in  1  (UK)  Armd  Div  . . . 


No  direct  SA  from  FBCB2/BFT 
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Time  Horizon  (Hours) 
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Comparative  US /  UK  Results.. . 


Possible  impacts  of  deployment  density  and  degree  of  training  ... 


No  of  Systems/ 
Training  &  Exploitation 
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Comparative  US /  UK  Results.. . 


...  possible  cultural  issues  regarding  technology  acceptance 


Usage 


Slide  46 


OFT 

OASD/  Nil 


Comparative  US /  UK  Results.. . 


...  and  comparative  integration  across  all  LoDs  for  FBCB2/BFT 


LoD  readiness 
for  FBCB2/BFT 
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Comparative  US /  UK  Results.. . 


Which  stresses  the  role  of  soft  as  well  as  hard  factors 
in  deploying  complex  C4I  capabilities 
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Summary 


UK  FBCB2/BFT  lessons  from  Op  TELIC: 


•  US  FBCB2/BFT  lessons  from  OIF: 


Provided  significant  enhancement  to 
operational  capability 

Operational  tempo  and  extended  lines 
of  communication  encouraged  its  use 

US  forces  embraced  the  technology 

Consistent  direction  on  the 
deployment  /  utilisation  of  FBCB2/BFT 

Enhanced  command  agility 


Provided  very  limited  improvement  to 
operational  capability 

UK  communications  were  good  without 
needing  FBCB2/BFT 

Limited  direction  given  on  the 
deployment  /  utilisation  of  FBCB2/BFT 

Perceived  a  great  potential  for  the 
technology,  but  not  exploited  yet 


9  Common  lessons: 

9  FBCB2/BFT  does  not  replace  voice  -  it  augments  it 
9  Significant  impact  on  morale  -  visibility  of  the  macro  picture 
9  Need  to  integrate  with  CS  and  CSS  assets 
9  Greater  and  “deeper”  deployment  desired 
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Recommendations 


•  With  respect  to  FBCB2/BFT  in  OIF: 

*  The  inability  to  adequately  integrate 
all  LoDs  due  to  time  pressure 
limited  the  operational  effectiveness 

*  The  potential  of  such  situational 
awareness  systems  is  good  - 
provided  that  the  TTPs  can  be 
suitably  aligned  to  exploit  them 

*  A  unit’s  effectiveness  also  depends 
upon  its  CS  and  CSS  -  which  also 
need  good  SA 


With  respect  to  NCO  CF: 

*  The  language  of  the  framework 
could  be  made  more  accessible  for 
combat  units  /  non-US  forces 

*  Quantifying  metrics  can  be  very 
difficult  for  these  types  of 
operations 

*  The  influence  of  exogenous 
variables  can  be  at  least  as 
significant  as  those  in  the 
framework 
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Questions? 


